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Preface

The Clinton Administration considerscounteringthe proliferation of weapons of
mass destruction (WD) a critical national securityssue. This paperfocuseson one
aspect of WMD-the proliferation of biological warfare weapons.

We sekckdbiological warfarefor study becausetiis the chss of WMD thatpreserd
the greaest chalenge o the U.S We were abé to draw on our gamis collecive
expeience of WMD intelligence, aams ®ntrol, opeations, communi@tions, and sdaence
to develop amode of a biologcal warfare progam. This modeé will bethe basisfor the
biological warfare portion of a nationalgirected progam to determine and track MD
proliferation.
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and helped keep us on track.
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Abstract

The White House’s National Security Strategy states “Wapons of mass
destrudion . . . poseamgor threat to our seurity and tha of our allies and othe friendly
nations. Thus, a keypart of our strategis to seek to stem theroliferation of such
weapons. ..” Becausef the dual-use nature of the techngl@nd materials associated
with developmenbf weaponf mass destruction (WD), theyare attainable to virtually
any organization or statedesiringsuch a capability Considered bynanyas the “poor
man’s” nuclear weapon, biolagl weapons offer a low cost alternative relativetioer
WMD programs.

This project develops a firstegeration biologcal warfare (BW) progam system
model for use in the DOD’s counterproliferation workstatimentifies key issuesthe
U.S. military mustaddressto assureits forces are prepared to fight in aBW environment,
and develops a concise BWrimer for use byany DOD activity requiring such
information.

The greatest lesson to bdearned from this studyis tha only throudh the collective
andysis of dl the sub-sgtems of asuspeted BW progam will condusive evidence of
the progam be found. Still, with currentcounterproliferatiorcapabilitiesthe U.S. may
only be able to slow, not stop a motivajaaliferant. For this reasonU.S. forcesmust

be prepared to fight in a BW environment.
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Chapter 1

Background

But in the Kurfurstendamm and the Eighth Arrondissmenteipéosion
of anthrax bombs is hardly louder than the popping of a paper bag.

—Aldous Huxley

Introduction

The lightbulbs filled with bateria and cacod paticles ae seretly and
methodicallydroppedinto the ventilatinggrates of the New York Citgubwaysystem.
An aerosol cloud forms and then rapidligsipates, drawn biyre rush of the trains onto
the rail beds, walkway and unsuspectingders. Passengrs eyosedin the first few
minutes inhde a million bacteria a minute Eventudly morethan a million New Yorkers
areexposed to the bacteria resultipm this covert, rush hour release &gl aginst
the busiest New York City transit linés.

Fiction? Hardly. The United States Armyconducted this covert “attack” in 1966
using a benign bacteria to ddermine the vulnerability of the subwg passengers to a
biological attack. Their conclusion from the New York Citiest and from open air
vulnerability tests on 238 other populated areas inUk®. confirmedtheir worst fear:

large populations are vulnerable to a biological warfare (BW) aftick.



The Departmentof Defense (DOD) has longecogized the threat biolagal
weapons pose both on the battlefield andireg civilian populations.Theseweapons
can conveyower status to a rog nation or terrorist oegization. Further, BN weapons
pose a dauntinghalleng@ to international counterproliferation effodseto four primary
characeristics: theyare cheap, easp acqure and produceyffer low risk of detecion,
and are devastatihg potent. Although approixmately 130 nations have sigd the
Biological and Toxn Weapons Convention ¥BC) of 1972 renouncinghe development
and use of bioldgal weapon$;’ nine of those countries are suspectednaintaining

active BW program8.

Problem Definition

The Clinton Administration considers combatitige spread ofveaponsof mass
destruction (VMD)—nuclear, chemical, and biolmgl weaponsandtheir missiledelivery
systems—a “criical’ national securly issue> The White House's 1995 edition &
National Security Strategy of Engagement &rdargementstates “Weapons of mass
destrudion . . . poseamgor threat to our seurity and tha of our allies and othe friendly
nations. Thus, a keypart of our strategis to seek to stem theroliferation of such
weapons. . "' Because the technolpg@ndmaterialsassociatedvith the development
of WMD are dud-use-meaning they can be usal for both civil- and military-related
activities—thg are atainable to virtudly any organizaion or stde desiring sud a
capability Considered bynanyas the “pooman’s” nuclearweaponpiological weapons
also offeg alow cost dternative relative to othe WMD progams. Taken together, these

factors increase the likelihood thatWB will remain a centralfocus of U.S.



counterproliferation efforts, which include the full rang of activities from non-
proliferation through force application to post-hostilities clean-up.

To date,U.S. military forces have not faced the devastatmogsequences of a8
attack on the battlefield. However, Irag’s dandestine development and fidding of vast
quantities of biolodcal agents revedled dter the Gulf War likely portendsthe future for
thespreadf these weaponsThe logc for their development and use is compellifidne
post old-wa world is dominged by a sinde military sup&powe, the U.S., with its
capability to project decisive and overwhelmingpmbat force aroundhe world.
Potential adversaies, who are unale to mach U.S. militay powe, have a strong
incentiveto fight outside the conventions of U.S. strgte@W weapons offer a means
for adversaies, dther naion-staes or tarorists, to wge asymmerical warfare.!* Rather
than face overwhelming.S. firepower and precision weaponpotentialenemiescan
chalenge the U.S by atacking in unexeced wayg, dranmaticaly altering the warfighting
dynamic. The militarytheorist Sun Tzu atged the fundamental principle in war was to
“attack he enery's stategy.”*? U.S.warfighting stratey depend®n rapidly augnenting
smdl overseas military forces with mud larger, morefully equipped, U.S.-baed units.
Biological weapons, tagjed aginst our strateag mobility airfields and ports, logistics
depotsandtroop marshalingreas, offer an effective means for potential foes to counter
the U.S. prior to battle field engagement and satisfy Sun Tzu’s dfétum.

The 1995 Report to Congredsy the Depuy Secreary of Defense(DepSECDEF)-
chaired Counterproliferation Pragm Review Committee (CPRC) identified detection
and charadrization of bblogical and chental agents as he heaer coommanders-n-chief

(CINC) number one counterproliferation priorify The ANCs fully recogize te



threats posed byWMD. During their preparation of regnal war plans, th&CINCs
consder way to prepare agnst an adversaig poenia use of WMD. Thereis
currentlynot an automated sstem capable of providingp-to-date detailed information
and assessments on biatcd weapons to the wartger. This researchrepresenta step

toward providing the CINCs with such a capability.

Current Initiatives

In 1993 the Clinton administration issued a directive to focus U.S. Government
(USG) efforts on counterintpe proliferation of WMD.Initially Congessestablishedhe
Non-Proliferation Progam Review Committee (NPRC) for oneeay under the
chairmanshipf then DepSECDERJohn Deutch to develop a top-level recommendation
on how to ahieve President Clinton’s diretive.’®> The NFARC issuedthe “Deutch
Report”to Congessin May 1994 where it provided mamgcommendations on how the
various USG departments could support the “multi-tiered appro@chbunteringthe
proliferation of WMD. The approacliocuseson “aggressively pursuingimprovements
to aid combaant commandes in thar efforts to: deter the use of WMD, deect thdr
locations, destroythem before theyare used, defend aigst their missile delivery
systems, fight in a WMD environment, and decontaminate subsequent to tH8ir use.

Because of te NFARC's successni identfying reconmendatons to achieve the
President’scounterproliferatiordirective, Congessestablished the GRC to succeed the
NPRC for two moreyears to trak the progess of theearlier recommenddions and to
make further recommendations and papg modifications. Under the purview of the

CPRC, the DOD developed four major objectivesupport overall USG efforts to



prevent the acquisition of WD, support USG efforts to “roll back” proliferation where it
has ocurred, deer the useof WMD and ther ddivery systams, and adgpt military forces
and planning to operate against threats posed by WMD.

In line with the CPRC objecives, he Charman of he IS (CJCS) desgnaked
counterproliferationas one of the nine areas for studynder theJoint Warfighting
Capabilities Assessmelftthe CLS’s continual process to obtain astgmic view of
joint warfighting capabilities and provide guidance for developing regquirements

recommendation®’

Thesis Statement and Approach

This research project develops a firengration BV progam system model and
proposes that the model will be the basis of a powerful fmotounterproliferation-
related andysis. Additiondly, this projest will provide a condse BW prime for useby
the Air Commandand Saff College and anyother DOD activity requiring such
information and it will identify key issues the U.S. militay must adress to asureits
forces are prepared to fight in a BW environment.

The researcheffort is in support of the DOD’s counterproliferation initiativdhe
modé developed in this studyis thebasis for initid development of the BW portion of
the Proliferation Path Assessment and €ang System (PPATS) counterproliferation
workstation—a joint Defense Nuclear éwgryDefense mtelligence Ag@ncy progam.
PPATS will provide a sinde integrated system to displyy and modé existing and
emergng WMD capabilities of proliferatingcountries and will be available® DOD

warfighters, decision makers, and intelligence analysts.



Thekey functiond capabilities PPATS will dlow a use are thresfold. First, PPATS
will identify and track critical research and development, acquisition/production, and
deployment steps that constitute a coutsrproliferation path. Next, it will analye
generic political, economic, and militargusceptibilities associated with critical elements
of the proliferation pah. Findly, PPATS will &ses theimpact of military actions
against speific WMD facilities, induding the potentia for collateral effects resulting
from the release and spread of chemical agents, nuclear material, or biological agents.

PPATS integates all tpes of intelliggnce withinformation receivedthroud other
sources, such as voluntacpuntry declarations, to builldVMD profiles on countries
suspeted of proliferation ectivities?® As information from a varietyf sources is
received, it is parsed, reduced to focused firglitgged, and filed in a countrgrofile to
track that countrg progess. As an eample, information that a country acquiringa
vaccineplant and is also conductingew military training practices in protectiveegr
might normdly not rase suspioon if taken searately. But when corrdated with othe
seemingy innocuousinformation, a picture of a potentialV weapons pragm may
emerge.

According to the CPRC’'s npst recentreportto Congess, PATS is relevant to
counteringthe proliferationof WMD and will “assist in identifyng critical steps in the
proliferationprocess. . "?* To do this, PPATSelies on well-defined processpathway
modek where each ep n the processsia bn that recewvesinformation specfic to that
process.The models for chemical and nuclear weaponsrprog are alreadyuilt. The
modeldevelopedy this research effort will be the foundation on which a comprehensive

BW pathway model is built.



This paper draws on sources and interviews from ¢oenterproliferation,
intelligence, and sdentific communities integrated with conaepts from themilitary war
planningand excution processedt concludes wittsuggestionsfor betterpreparingour

military forces for the BW threat.

Scope and Assumptions

This research covers matia steps and péats avdiable o a proiferabr, wheher a
terrorist goup or a nation, in the developmeitselectedBW weapons. However,the
paperis gearedtoward BN weapons development laynation. This limitation was set in
order to focus on the more robustvBorogams that woulde of greaterimpactto U.S.
military forces. Thetwo speific BW agents for study anthraxand botulinum toxinvere
choserby the devebpers of he FPATS becausehey are conglered he nost commonly
studied and produced by proliferating nations.

This research assumes that the proliferationB@¥ will continue becauseof
ineffective non-proliferation—the subset of counterproliferation aimed at preventing
proliferation—capabilities.It further assumes that third world countries will continue to
pursue BW progans because ofhie reétively low cost minima requrements of
expertise, and ease of concealment.

To helpreaderdhrough this subject, algssaryof definitions, terms and acromg is

provided in Appendix A.
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Chapter 2

BW Primer

It is better to carry out the bloodiest battle than to quarter the troops in an
unhealthy place.

—Napoleon Bonaparte

Introduction

This chapterbegns with historicalexamples of biologal weapon useThe second
secton defines and explains the characeristics of BW agents, estblishing what
constitutes an effectiveV8 agent, and introducinthe two agnts whose production paths
were studiedanthrax and botulinum toxin The final section explains why military

planners should be concerned with BW.

History

Microorganismshave plagd a sigificant role in the historpf warfare. Man’s ever-
increasng comprehensin of the microbe wortl has geaty impaced the effecs and
implications of BW throughout the last millennia of armed conflict.

A lack of understandingoncerningthe nature of the microoagisms which caused
diseasesndevendeath did not prevent their usé&n Athenian epeditionaryarmy sent

to confront the Syracusiansin 414 BC. met its demise due to the work of



microorganisms? Although lacking any comprehension of the microbiologl cause of
mdaria, Syracusian strdegist Hemoaates lured the invading Athenians to a fatal
encampment in a marshy area recognized as a source location for the disease.

Using similar cause and effect logy a favorite BV tactic of the time involved the
disposalof cadaversn the cisternsor wells of onesenenies® One of he nostcekebraed
employnentsof BW occurredduringthe sieg@ of Caffa, in Crimea, binvadingMongols
in 1347% To break the stout defense of the Genoese, the doraunched theodiesof
plague victims ove thewals of thebesieged aty. As the Genoeseescaped by ship,they
unknowindy carried the bacteria causidgpth bubonic and pneumonpiagues. The
resultant “Back Death” in Europe accounted for approately 25 million deathsduring
the period of 1347-1351.

Theidentification of disease-causingmicroorganisms int@sified mankind’s aility to
wage war using speified micoswopic dlies. During WWI authorities discovered
ampules n the Gernan enbassyin Bucharesttogether wih instuctions, for he spreadof
the lungdiseaseglanders inhorses. The Germans successfiyl infecied boh Romanian
cavalryhorses and U.S. livestock destined for the allies withsttuselesion-producing
bacterial diseaske.

In response to the chemical and biadagexcesses of WI, the Genevé#&rotocolof
1925 attempted to prohibit both chemical and bidialgwarfare? Unde this instrumat,
signatories retained the hgto possess\® agents while promisingnot to indulg in their
use.

Despite reservations on their us&VRBlevelopment dotted the landscay&vWIl on

both sides of the conflict.In 1942, the Htish conductedanthrax experimentson

10



Gruinard Hand northwest of ScotlarfdResearcherfound viable gound samples of this
spore-forning baceria 40 years ar the orginal experiments. A world away, during
their occupatiorof ChineseManchuriathe Bpanese conductedVBB experiments on over
3000 POVE.™ Japanese rhperial Unit No. 731 conducted this\BB researchwhich
included he agnt of anthraxandbotulinum toxin Although neither side empley the
agentsunderwartime conditions, the War Reserve Service initiated the UASpB gam
in 1942 due to a study which highlighted the vulnerability of the U.S. to BW attack.

The isolation and identification of degndbonucleic acid (DNA) inl944 openedhe
door to the influence of moleculaiology on BW.*? Techniques of this field of science
gave BW engineers the ability to enhance the destrudive effects of B agents & well as
the ability to produce BW agents resistant to countermeasures.

The U.S. BV progam included etensive effects researchnd sophisticated
weaponization and emploment methods. Researchers conducted somwmietheir BW
experiments on an unknowingy.S. population—as mentioned at thegnning of
Chapterl—using non-harmful, “marker” orgnisms®® Other aspest of he U.S effort
included desig, development, and procurement o¥VBground- and air-deliverable
munitions.

In the early1960s, the U.S. Armgmbarked on a well fundedvB effort entitled
Chemical and Biological ¥apons EmploymentThis progam came to adramatic hdt
when President Richard Nir renounced the offensive use Wy the UnitedStatesn
late 1969* The dismantlingof all U.S. offensive B/ weaponryin the following two
years paved the wdpr the BNC in 1972. The orignal purpose of the WC is readily

seen in its complete title—"Convention on the Prohibition of the Developfrduction
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and Stockpiling of Bacteriologcal (Bological) and Toxn Weapons and on Their
Destruction.” The BNC entered into force on 2darch 1975with the U.S.S.R.asan
original signatory stat&*’

Without a valid verification and compliance mn@@, this conventiohasdonelittle to
stemthetide of BW proliferation. Less than four gars after the convention entered into
force,an explosionin Sverdlovsk, U.S.S.R. at a8 weapons plant killed over 100 and
infected thousands withnthrax'® Although the Soviets origally deniedthe evidence,
Russim Federation officials laer admitted the continudion of a Sovietoffensive BW
capability despite the 1972 BWC.

Advancesin molecularbiotechnolog and gnetic engneering continue to move
forward the lethdity and destrudive capabilities of BV agents. The ability to alter
genetic code to dictate the structure and functions of celldrigggeningimplications
concernng BW agens. Despite these progssions in the fields of the biologl
sciences, therdgis were able to stockpile thousamdigalons of anthraxandbotulinum
toxin prior to DESERT STORM without Hidy developed moleculdriology or genetic
engneeringprogams? The capacityto deploysuch weapons reglless of the state of

development in molecular biology should give rise to concern.

BW Agents

BW agents can be broagiclassfied asilving, disease causg microorganisms orthe
non-living, poisonoudoxins they produce. The living microorgnisms include bacteria,
viruses, and rickettsiae (intracellular parasites) tha causeinfection resulting in physical

impairment or death, usualBfter a brief incubation period lastifigm hoursto days.?*

12



These orgnisms are introduced to humansdigect contact, inhalation, or thrdugome
intermediary organism such as a omsquto. The orgnism thenreproducestself causng
illnessor death. The second class ofVB agents are the non-livingpxins, or poisonous
chemicalcompoundsthatare manufactured byarious livingorganisms. Toxins do not
reprodu@ in thar hosts, but rder attack thar hosts diretly. As aresult, toxins cause
morerapid effects than microoagisms, causingncapacitation or death within minutes
to hours.

Of course the foremost onsideation for amilitary progam is thedesired effect of
the agent. For example,the Ebola virus’ mortalityrate exeeds 70 percent while the
Venezudan equine encephditis (VEE) virus @uses onlytemporay incapacitation with a
very low mortdity rate?® Thus, Ebola is more desirable if higasualtyratesare the
objective, while VEE is moredesirable for short-duréion paalysis of theenemy. Similar
to conventional munitions, there is a bountiful variefyBW agents from which to
choose for a specific applicatiomn advance of the Gulf &, Irag had produced at least
seven different biolagal agents with effects rangg from diarrhea and swollen sores

blindness and deaffi?*

Bacillus Anthracis (Anthrax)

Anthrax is a dsease caused bhe bactrium Badllus anthrags, a shge cel
organismtha primarily causes disease in cattle or shep. Humans ontrect the disease by
skin @ntact with infected animds, ingestion of @ntaminaed mest, or by inhding
anthraxspores, the ruggd dormant form of the bacterium that caumvivefor 20 or more

2
|25

years in thesoil.”> When inhaled, the spores move to theay nodes, reproduce, and

13



attackbody tissues causingncontrollable hemorrhagy. This pulmonaryform of the
disease is usudly fatal within 4-5 das, even with aggressiveantibiotic treatment*® The
lethal quantityis approxmately 8,000 inhaled spores wéigg about .08 microgms (for
comparison, a paperclip weighs about 500,000 microgrdms).

Anthraxis a suitablemilitary biologcal agent because it is not contags—there is no
threat of spreadig anthrax to friendly forces—and antibiotic-resistant strans are
relatively easy to develop.?® Its longevity in thesporeform gves it along shéf life and it
is stable under a wide ram@f environmental conditiorf. While anthrax vacches do
exist, multiple shots & required ove a 30 dy peiod to dford any measure of
protection. Thesevaccinesare not available in laggquantities nor are thegquired for
overseas deployent bymilitary members. As with all vaccines, thegannot garantee

protection against high dosages of agent.

Clostridium Botulinum (Botulinum Toxin)

Botulinum toin, produced bythe Clostridium botulinunbacterium is the most
poisonous non-livingubstance known to mankiftl.Six million times moretoxic than
rattlesn&e venom, the toxin kills by affecting neve endings cusing suffoation in
humans when chesinusces becore parayzed3! The lethal dose when inhaled or
injectedis approxmately.07 microgams, causingleath within 1 to 3 dayin 80% of the
victims3?  Unlike anthraxspores which can survive @rsive disseminatioror aerosol
dispersal,botulinum toxinrapidly loses toxcity when dispersed, makinthem more

suitable as a point target sourge.
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Global Concerns

During a 1993 speech to the UN General Assembly, President Clinton stated:
If we do not stem the proliferation of the world’s deadliest weapons, no
demoaacy can feel secure ... Oneof our most urgnt prioritiess must be

attackingthe proliferation of WMD]. ... | have madenon-proliferation
one of our nation’s highest prioritiés.

In todays world where he spread of WD is rapidly increasng, the poental to
fight in a BW environment is aredlity tha calls for a force capable of identifying the
threat, takingthe appropriate protective measurasd completingthe missionwithout
sustainingmassive casualtieslf we fail, is the U.S. publipreparedfor the potentially
large numbe of casudties? In fear of sud asenaio, theBritish leased afleet of freezer
wagons duringthe Pesian Gulf wa in the event tha the Iragi’s would usechemical or
BW weapons.Thefreezersvere to hold dead bodies until an armistice wasesigso the
public would not see them shipped back during the*War.

Of the threetypesof WMD proliferation, BNV presents the most serious problems
becausef the relative ease of production, the dual-use nature of wiathe processes,
and theminimd laboraory requirements. These characteristics make a BW progam easy
to hide and difficult to monitor given present capabilities.

Thecoststo produceBW weapons makes them attractive as wallUN panel found
that to produce equalent casualy rates conpared wih BW agents, nerve agns and
nuclearweaponswere 600 and 800 times more @ansive, respectiveff) For anthrax
and Botulinum toin, the cost is about $10-20 thousand per square mile of lethal

coverage’

15



The technolog requiredfor productionof BW agents is analogus to that required
for non-weapons pragms such as production of vaccine, baadwine. A facility built
for a non-weapongurpose,such as a pharmaceutical plant or a brewegould be
converted to a B/ facility in as little as a few hour&. A recentsudy by the U.S Army
Medical Research Institute of Infectious Diseses stdes tha “...as many as 100
countries have the means of makthgir own biologcal weaponsvithout dependingon
expertise from more advanced countriés.This number is la® because margountries
alreadyhave a larg-scale biotechnical production capabifity food, agiculture,andthe
medical industry along with the infrastructure to support mass-production of BW'&gent.

The equpment neededfor a BW progam is also dualuse. Equipment such as
brewery fermeners and drgrs for freee drying coffee coull ako be seennia BW
productionfacility. Dependingon the size of the progm, facilities could rargin size
from a single-family house to a building the size of the U.S. Cdfitol.

Because a W/ progam utilizes dual-use technolpgnd equipment, it is vegasyto
hide from the rest of the world includiran-site verification inspections. During over
four years of unprecedented intrusive inspectionisag following the Persian Gulf war,
the UN SpecialCommission(UNSCOM)on Iraq found no evidence of an offensivévB
progam. It was not until theddection of Saldan Hussgn's son-in-lav tha Irag
disclosedthat over 20,000 liters adnthrax andbotulinum toxinwere produced at four
different facilities, induding a foot and mouth disese facility .** Iraq ako dechred hatit
had placed 150 BWombs and 50 BWvarheads at forward locatiodsiring the war*?
In light of these recent declarations and continued UNSCOM inspectrands Istill

believed to be able to restart its BW program at any time if it hasn’t alr&ady.
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Another reasonverificaion of a BW progam may not be possile is because ofhe
problems associated with on-site inspections beilaged under the purview @n
internaiond organization (I0). An example of this pointis with the Internationd Atomic
Energy Agency (IAEA) and its role as the “watchdogver nuclearfacilities declared
underthe non-proliferationtreaty During the twentyseventh UNSCOM inspection of
Irag’s WMD facilities, oneinspetor was told bya senior membea of the IAEA tha the
IAEA is “in it for thelong haul” and ha to del with thelragis dter the UN resolutions
were fulfilled; therefore they [IAEA] wish to kesp thar redations wrdid and
gentlemanly.** The IAEA official added that theAEA did not necessarilyvant to be
viewedby othercountries as beinpo intrusive because this could cause denied access to
nuclear facilities in other countriesThe bottom line is that whean 10 is given global
monitoring responsibility over a gven technolog, political agendasoften result in
diminishel capabilities. David Kay, aforme IAEA stdf membea who heded themost
successful WID inspection in daq, provided additional suppott this concept. He
addd tha an 10 charged with monitoringsud an activity will tend to be"soft” if, along
with being the regulator of the technology, it is also a promoter of the techriflogy.

As with nuclear weapons technojpgnuch BN technolog is availablethroud
declassified or publidy available military and sdentific literature*” Informationcovering
all aspects of a BW progam from suitdle BW agents to thér dissenindion systans ha
been available from margeclassified publicationsnd scientific compendiumgor over
two decades.For instancea public literature studyndicates that there are about 3&/B
capable microorganisms ad identifies thosesuitable for military purpose.*® An example

of available information on deliversystems is a declassified U.Savy reportfrom the
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early1960’s that lists various U.S. chemical and biaabweapons, describes how they

operate, and shows their schematic de$ign.

Summary

Napoleon’s preference for fierce batle over encampment in disese ridden locations
reflected an early appreciation by military campagners of theperils of biologca agents
on amilitary force. This dapter began by disassinghistorical examples of BW useas a
precursor to potatia future military employment. It then ddined key chaacteristics of
biological agents and provided a common termingldag describethem,introducing two
agenss, anthraxandbotulinum toxin which offer mortalityeffectslike nuclearweapons
but at a fraction of the cost to develophe chaptecconcludedwith an explanationof
why we should be concerned aboutVB Having established the lethalitgnd concerns
over use of these agts, we now turn to therocesf makingandweaponizng themfor

the battlefield.
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Chapter 3

BW Proliferation Model

For a charm of powerful trouble Like a Hell-broth boil and bubble.

—Witches fromMacBetH

Introduction

Unlike most militaryweapon sgtems which requirsignificant amountsof capitalto
manufacture or acquire, biolegl weapon development is primarilynformation
intensive® Publidy available literature provides theinformation needed to pursuethis
capability. Modding the development proess ad aacterizing the stgps ae
straghtforward; the more daunting chdlenge for warfighters is to isolée vulneable
critical components of the\B system that migt be affected to inhibibiological weapon
system development and use.

This chapter steps throigthe first gneration biologcal weaponsystem model
developed for PPATSThe discussion of the model components will focus on potential
vulnerabilities of each step togosure and netjon. The chapter endsith a discussion

of the limitations in identifying and influencing a BW program.
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The System

This research project armines the abilityo identify proliferators byunderstanding
the process adversaries Imiguse to acquire, manufactureeaponie, and employ
biological weapons. The gal is twofold. First, to identifyand characterez the steps
associated with the development o¥WBweapons, fromtheir root sourcesthroudg
weaponization and deploynent. Second, to determine if there are rsitures that
separatelyor collectively reveal if development is underwayConsistent with PPATS
development,this effort evaluatedand documented the production of two likely
biological agentsanthraxandbotulinum toxin using a nodal analysis approach.

The researchrgup developed an in-depthstgm modebf a BW weapongrogam.
The model was anatgd to determine the siem'’s critical nodes—those components of
system thatwould cause a stem failure or cascadg detrioraion within the swtem if
affectedpeacefullyor forcefully throudh counterproliferation activities. The goup then
looked at each critical node to determine whether the node was aafegririty (COG)
of the sptem-—a critical node which, if affected, would achieve a counterproliferation
objective while beingvulnerable to outside influenée.A macroscopic version of the
resulting model is the nodal diagm depicted in igure 3-1. A more in-depth BW
progam modé and theonetha will be usal as thefirst generation modé for PPATSis
in AppendixB. The shadedboxes of Fgure 3-1 are critical nodes of thessgm that
represent the basic steps required for a BW progam to providethe capability to develop

at least a terrorist weapon.
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Figure 3-1. BW System Model.

In conjunctionwith the model, the researclogip also developed a detailedilen
of materiel and eyerise asso@ted wth each phase dfhe research,devebpment
production, and weaporaizon of BW agents. The Iexcon, included in Appendi, will
be used bythe FPATS to determine what information to associate with each ndte.
lexicon for the remainder of the model is being developed outside the scope of this effort.
Importantly this studydoes not address the political and economic decisions and
activities which are essential to pursuea BW capability. Sud activities could indude
deliberationswhether to proceed with BWevelopment, preparation of budg and

sourcing of funds, orgnization of facilities, and decisions amhetherto ratify and
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complywith international BV weapons conventions and submit to inspectiofisdeed,
the countries most often suspected W Brogams are those which have mignedand
ratified the variousinternationaBW weapons conventions, or those who havaesigout
with reservation§.

Because the PPATS includes considerations on political intent to proceed With a B
progam, the BW nodal model addressedn this paper assumes a decision is already

made.

Research

Agents
Determine
Resarch Agent(s) fo
BW Agerts Produce

Research
Production
Processes

Figure 3-2. Research BW Agents.
Research BW Agents

The public health triumphs ove the last entury resulted from mankind’s exhaustive
investication of diseaseson men and animals.The unclassified, publiclyavailable
biochemistry biotechnolog, and infectious disease literature painstakiradproniclethe
results of this research to prevent and aure these ilinesses. This informaion is redily
availableandis usable for nefarious purposesdyuntries or orgnizations determined to
develop a biological weapon capability.

Led by as little as oneindividud with a masta's or dotorae degree in biochemistry,
anorganization would have enougexpertise to research and select a candidate haalbg

agent’  Sophisticated databases and networks sashWorld Data Centre on
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Microorganisms, Microbial Strain Data Network, and Microbial Culturenformation
Service provide researchers information on the spepifapertiesof up to 50,000
microorganisms and the well over 100 locations where theye kepf “Legitimate”
researchers—such dsose fromvaccne or nedical laborabries—canorder researchdata
and the orgnisms and have them shipped ahgre in the world. Therefore, he BW
agent research phase would likely offer few clues of a clandestine BW program.
This phase concludes with the selection of one or mavedgents and the basic

procedures to produce them.

Develop BW Agent

Stockpile

/ BW Agernt

Develop Produce
BW Agent L BW Agernt

]
Acquire Acquire Establish Acquire Establish
Seed Stock Production Producti Equipment Worker
Safety

Materials Facilities

Figure 3-3. Develop, Produce, & Stockpile BW Agent.

This phaseancludesprocuringseed stock for selectedeats, procuringnaterials and
equipment, establishing facilities, and developing worke sdety. The most likely
candidatedor biological weapons are the standardeats that have been studied in the
past, likeanthraxandbotulinum toxin'® Anthraxcan becultured from infected cattle or
spores taken from their hidelostridium botulinum the producer obotulinum toxin
can be extracted from contaminated food. The small quantities of these or other
microorganisms that are neededliegn a progamcanbe orderedfrom the organizations

mentionedin the previoussection alongwith other international microbial production
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sources. Acquiring known, effective agnts directlydoesn’traise suspicionor leave a
potential paper trail if the purchaser is linked to a biological research organization.
The basic material required to develoy/Eagents includesulture mediafor growth
and either chemical or phigal sterilization for disinfectionThe culture mediaprovide
the nutrients for growing bacterial agents and are often waste products from the
agicultural sector. Corn steep liguor, @ommongrowth mediafor both anthrax and
botulinum toxin is a byroduct of the corn processingndustry***? Byproducts of the
cheesemaking and sugar industriesare additional sources of medidhese and many
othe culture media can beeaslly and lggitimately purchased. The optimumculture media
for the diferent agens are agin wel docunenied and easly manufacured or
purchased® The ragi’s imported as much as 66,000 pounds of culture meétiom
Germany, Switzerland and other countries to manufacture their biological &gents.

Chemicals used for dsinfectant include such comon items as bleach,
formaldehyle, ammonia, and alcoholPhysical disinfection is possible usingteam or
high heat.

During WWII, both the U.S. and Jpan oonstruded large sc@e facilities for the
production of bacteria for militaryse. Thesefacilities includedgiant batchfermenters,
of up to 50,000 liters, full of culture continuoushgrated to sustain bacterieogth
Advances in biotechnolggequipment have led to computer-controlled, continutove
batch fermentation which produce the same amount of product &6ing 100 liter
fermenters housed in a much smafiacility.'® Importantly the option to produce a
terrorist weapon is alwayavailable requiringonly small 100 literbatchesto produce

bacteria in the laboratory.

26



Theequpment neededd manufacure bacerial microorganisms includes ferneners,
centrifugal separators, filters, degs, continuous sterilizergndblenders. This dual-use
equipment, similar to theequipment usel in m&ing beer, can be acquired commecially
without raising suspicion. This equipment is also commonlysed to manufacture
antibiotics, vaccines, and vitamins.

Although worker safetys paramount in the U.S., developioguntries mayhoose
to ignorethis, simplifying their progam requirements and reducitite overall epense.
If sefety is afactor, facilities wuld hase various levels of contanment and worke's would
likely be inoculated against the particular agent being produced.

Although the individual acquisition of anyf the above equipment materialwould
not raisesuspicion, this phase still offers sificantly greater opportunities to determine
whether clandestine development miag underway Associatinglarge purchase®f
culture media, speiaized equipment and maderial to asinde entity may raise suspicon

on activities related to a BW program.

Produce BW Agent

The production process is the largcaleprocessingof the agent using methods
developedn the previoussection. Once the equipment and procedures are in place the
process can be managed and monitored by lab technician per<onnel.

Reports of unommon diseses, & or nex a facility with the requisite proaessing
equipment, resultindrom improper waste sterilization, and wasts gmissionsmay
yield evidence of B/ agent production.Association of securitforces with such a facilty

could provide further evidence of a BW program.
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Stockpile Agent

BW agent can either be weapomz (discussed below) or stockpiledStorag
facilities for sto&piling are genealy environmentdly controlled to prolongthe shéf-life
of the agnt. The agnt can be stored in commd@b gallon drumsin undergound

bunkers or other such storage facilities.

Research Delivery System

Research

Munitions rocure,
\“ ) Devt'elop.
Resach Determine/ Match DE\BI op DISSsen;lgz:lOn Combine
Delivery - | Recruit Munition & e Delivery fo form
Systams Expertise Dissem Rsch Sygem Procure/ delivery
o \ Develop }f system
Research Munition

Dissemination
Systems

Figure 3-4. Research & Develop Delivery System.

A delivery system consists of the munition, or hardware to ctreyBN agentto its
target, anda meansof dispersing the agntat the &rget This step n the overdl system
includesdeterminingandrecruitingthe expertise necessatp develop a delivergystem,
researchinghe available tyes of munitions suitable for a8 weapon, researchirthe
dissemination stems to be used with various munitions, and matching selected
munitions with suitable dissemination systems.

Delivery systemsconvertthe BW agent into a dispersion of particles, droplets, or
vapor and disseminate it to a tatdf Since®. .. aerosoliationis consideredhe favored
routeof dispersion, . . ¥ simplyfabricatingadaptations to ésting weaponssystemscan
be done instead of produciog purchasinddW-unique platforms.As mentioned earlier,

mud publidy available literature on ddivery systems is available, including declassified
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USG reports, making this step relativelyeasyto accomplish without raisingutside

concern.

Develop Delivery System

Onee a proliferator decides on a ddivery systam, it can dther proaire the munition
and dispersal hardware commerciadlly develop it usingexisting or modified desigs.

The two components are then combined to form the delivery system ready for testing.

Test Delivery System and/or BW Agent

Fill system
with agent

Transfer =% o simylant
Agent

from storage L

5 Obtain Test
Test Material Transfer
BW Agent/ T‘ranslfer' system
4 simulan to sit
Delivery from storage =
System k ¢ Decon-
- A taminate
Establish

repare
Test Area fzsf z,eq Conduct +|Resiore area
Test \ Dispose of
[ Transfer | Carcasses
animals

to site Analyze
Data

Figure 3-5. Test Delivery System and/or BW Agent

A delivery system can be ¢sted ushg either realor smulated BW agent Because
the purposeof this st is to test thedispesd capability of thesystan, aBW agent is not
requiredunlessit is alsoto betested for its lethality Tests are usuallyonducted in either
anindoortestchamberor outside over a testid. If real agnt is used, test animals are
useal to monitor theagents lghd effects—primdes ae often use&l but sméer animds ae
also suitablé® This later type of test dso requires decontaminaion of the test site or

explosive chanber and reraval of dead, mfeced carcasses.This phaseis a clear
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indicationof a BW weaponprogam. For example, a cow pasture in close prory to a
guardedBW capablefacility could raise suspicion of a weapons pevg, especiallyf

animal burial or incineration is also apparent.

Produce Delivery System

Transfer
Agent
from storage Stockpile
Weapon
Produce Wegonize /
Delivery L ——Jp|
Sysem BW Agent

Figure 3-6. Produce Delivery System, Weaponize BW Agent, & Stockpile.

Once a suitable delivergystem prototpe is developedihe system can be mass
produced. The equbment needed d mass produce alelivery system canrange from
hand-held tools to modifgr assemble simple sgmsto a machineshopwith advanced
computernumerically controlled machine tools to preciseatyanufacture munitions or
bomb canistas. Complded ddivery systems @an ether be stokpiled for futurefilling

with BW agent, or immediately filled.

Weaponize Agent

Complded ddivery systems ae filled with BW agent as the final step in the weapon
development proess. Delivery systans an befilled with liquid agent in a variety of
ways. In a lesssophisticatedorogam, agnt can be manuallgoured into the sgem
throuch afunnel. A more sophisticated progm mayinclude bulk fillingequipment that

could automaically fill the delivery systens?* When dryagentis used, etra precatibns
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must be eBken becausd is much nore dificult to contin thanliquid agent Otherwise,
the same basic equipment for fill a system with liquid agent can aso be usal with dry

agent.

Stockpile Weapon

Develop > Organize Equip > Train
- Forces

Doctrine Forces Forces

Figure 3-7. Develop Doctrine, Organize, Equip, & Train Forces.

Following weaponization, if the weapons are not immediatkdployed they may
require strict environmental controls for stagag For instance,botulinum toxinis
sensitive to heat and light and must bekept in mld storge. However, anthrax can be

stored at room temperatures because its spore form is less sensitive to temperature.

Develop Doctrine

When groups and nations contemplate the offensive use & Eas a means for
attainingtheir objectivestheymust create, adopt, or combine ideas to develop doctrine to
guide the organization, equipping, training, and control of BW forces.

The superpoweBW progans of the U.S. and U.SS.R. were on par vih each dier
in terms of scope, sig, and sophistication durinthe heignt of the Cold Vér until
PresidentNixon canceledthe U.S. protgam in 1969. Both nations invested heavilp
munitions, deliverymeans, and protective equipment due to the nature of the perceived
threat from the other.Their doctrine for BV employnent centered arouniargets of

strategc value such as ports, air bases, command facilities, and population &eribans.
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employmnent aginst crops and animals fell within this doctrine as welthough the
offensivesuperpoweBW progamswere dismantled (unverified for Russia), current or
future BW proliferabrs may incorpora¢ cerain aspea of ether of thesenation’s
doctrine.

States with reig@nal vice gobal aspirations malgave less robust progms in terms
of size and sophisticationThe quantities andualitiesof BW agentsrequiredare also
much less than the correspondsuyperpower pragms. Strategc and operational taegs
might mirror the superpoweagendadescribed above and include tactical éasgsuch as
unprotected enemtroops® Rdative to the supepowe efforts, BW dodrine in this
category tends toward less efficiency and services a smaller target base.

Requirements for minuscule amounts of hhithreat agnts, such asanthrax or
botulinum toxin ma&ke deection dmost impossible Likely targets include ventilator
shafts of keyuildings or subwaystations, or perhaps a loc&izarea within a population
cener.?* Sophisticated special forces operations rbaybest suited fothis type of

dispersal.

Organize Forces

BW-specfic units arenot the norm Typically units tasked h BW are bolh chenical
and biological in combat orientation. Even so, BV tends to comprise a rather small
portion of anycombat unit's continuingnission. The exceptionis the formation of
dedicateddecontamination units, but these also tend to be dual-hatted in purpose,
favoring chemicaldecontamination. Likewise, elements of the medical corps mbg
capabé of treaing a BW-induced emlenic, and such wase casen the former Sviet

Union’'s BW progam? Organizaions with sméer military aams ae less likdy to
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squander precious manpower in the formatioBWf-dedicatedunits. Thus, offensive
BW ouffits tend notto grace he conmand and conbl chars of any of todays BW

proliferators except by asterisk.

Equip Forces

A sophisticatecsuperpower BV progam can include a full complement of both
offensive and defensive equipmer@n the contrarya terrorist BV progam mayonly
consistof off-the-shelf technolog for offensive emploment with no defensive/safety
gear. Likewise, the supportingpgistics infrastructure malye stoutor leanbasedon the
requirement for offensive and defensive BW-specific equipment.

BW defensive efforts lamly center on passive detections®ms, protective
measures, and medical optidisDependingon the sophisticationf eachBW effort, all
or noneof the defensiveequipmentdescribed below malye in evidence Of note is that
current detection syems are not capable of providilagge-area coveragandwarning
Troops mayemploy tactical detection equipment suels the Soviet-producecKPO-1
biological agent samplingit?” to provide localied agnt identification. The next line of
defenseis protetive equipment and fecility design rdative to theBW threat. Most anti-
chemical equipment for theindividud combaant will suffice for BW agents provided
troops receive ample warninmggarding the BW threat. In this instance,the logistical
requirementsof deployng and sustaininga force with BV protective gar maybe
significant for a nation such as the U.S/entilation fans, water washdownssgms, and
airtight or overpressured compartments can provide increagaatection for crew
quaters or ke opeationd facilities?® Medical options for the individual raagfrom

doing nothingto preventativevaccinations. Logistics and intellignce are critical in this
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aspect because of theteme specificityof BW vaccines. More sophisticatediefensive
options include medical corps trained to evacuate and treat BW castfalties.
Offensiveequipmentusedto disseminatehe BN agent varies from hily technolog
applications to themost rudimatary rigging. High-paformance arcraft outfitted with a
sprayng apparatus could easilispense a W cloud upwindof the intendedtarget
area®® Likewise, a low-flyng cruise missile could serve the same purpdsgainstpoint
targets, subrnunitionsdeliveredby aircraft or missie are effedatve. The proiferaton of
advanced ballistic missiles obvioudiyas ominousmplicationsregarding the offensive
useof BW agents. Older-generation missiles, e.CUDs, maynot be a vehicle-of-
choice due @ the naccuracyof the system>! This inexactness, however, mayove of
value for those who wish to uséABas a terror weaponprovidedthe risk to friendly
forces and civilians is acceptabl®ependingon the area of operationsffective low-
technologcal optionscanincludethe mountingof commercial spragys on platforms such
as cropdusteraircraft, small patrol boats, or amgvailable gound vehicle. Thus,

sophisticated equipment is not a requirement for offensive BW.

Train Forces

Regardless of unit mission, personnel shouldfdanedin the processewhich define
properuseof their equipment to be combat effectiv@ffensive BN training usuallywill
consist of simulated W dissemination due to the inheremgk of employng anactual
biological agent to friendlyforces or the local populationOffensive trainingmay be
combined with BV research byusinginnocuous or non-pathegic agntsas was the
case in the U.S. durindpe 1950S? Further, observable offensive/Btraining does not

involve necessarilgpecialied equipment because most weapaiesys capablef BW
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disseningion ae not speific to BW employment. In a similar manne, most BW
defensivetraining also serves the same function as chemical warfare) (@dénsive
measures.The familiarization trainingdf personnel relative to their protectiveag and
the use of decontamination equipment serves both @Wwl BN needs and is not
inevitably indicative of protection from offensiveVB employnent which maygo awry.
Likewise, he presence of BWacches andlte dsease-cominment training of medical
personnemaybe purelydefensivan purpose.However, one should view with suspicion
the absence of argredible regonal BV threat combined with the above defensivy B
signs. At the terrorist/low technolggend of the spectrum, there miag no indications of

either offensive or defensive BW training.

Command and Control

Employ
Weapon

/ A

Command Deploy
& Control > Weapon

Figure 3-8. Command & Control, Deploy & Employ Weapon.

Commanadand control schemes r@&ding offensive BNV employnent varyas geatly
asthe size and sophistication of theVB progam spectrum.Regardless of the scope of
theeffort and dueto thesensitivity of theissueg it is likely tha the highest authority in the
organizaion or ndion will retain aerting and execution authority for the actud
employnent of BW weapons. In a highly developed BV progam, this leader may

exerciseor train with the commandand control apparatus prior to the actual use of the
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BW agent. On the other hand, the head of a terroristiwiEgtion most conceivablwvill
never exercise his or he authority until the time for actud BW employment.
Additionally, mostdecision-makergontemplatinghe use of BV weapons will require
feedback concernintpe dangr to ones own forces atitke prevailingweatherconditions,
particularly the winds. In any event, one should naissumethat the isolation or
incapacitation of theauthority figure will prevent the employment command from being
execukd becausehere may alreadyexst a predetrmined setof circumstances wtgh
initiates aplannal offensive BW episode Whatever the design and size of the progam,
commandandcontrolof BW forces will be a kegomponent of an oegization’s overall

BW offensive doctrine.

Deploy Weapon

Deployment bring together a fully weaponied BW device with the forces that
would useit underguidelines developed in the doctrine phadgéowever, deplosnent
does not automaticalljnean a weapon will besed. Considerthe previouslymentioned
casewherelraq had deployed several BV weapons duringhe Gulf War without ever
them.®* Fear of U.S. reprisal throbigthe potential for use of nucleareaponslikely

created this deterrencé.

Employ Weapon

Employment of a weapon is the culminationtbé BW weaponcycle. However,use
of a BW weapon requires a conscious decision in the command and costeshsyo
preclude a bdlig erent from executing this stg, ather of thetwo branches of the systan

model: weapon development or forces/command and control must be disrupked.
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latter may betheeasier of thetwo to disrupt sineit relies moreon the human element, to
includethe understandin@f the potential retribution followin@W employnent. In the
caseof a terrorist emplayent, however, the effects of a coveriyployd weapon may
not be noticed for several days, gving the terrorist organizaion ample time to distance
themsdves from the employment site In sud a case, it may beimpossibleto dgermine

the initiator of such an act.

Limitations in Identifying and Influencing a BW Program

Only through colecive anaysis of all the sub-swtens of a suspead BW progam
will conclusive evidence of the pragn be found. For this reason, the model, when
expanded and incorporded into PPATS, will provide sud utility to the
counterproliferation communityThe model identifies the siem elementahile PPATS
collates the nformation rektive o the sytem andplacesit into a potenia proliferants
profile. Still, with current counterproliferation capabilities, tHeS. may only be ableto
slow, notstop a notivated prolferantbecause 8W progamis not very “vulnerabg” to
outside influence.This conclusion is based on four findmagBW progams can easilige
started stopped, rebuilt or relocated due to a relatiwsehall infrastructure; the pertise
needed for sud aprogam is limited to graduae-level microbiology; the equipment and
material needed for a8 progam is dual-use and relativebasyto acquire; anan-site
verification of BW-related facilities is not likéy to provide condusive evidence of a
weapons pragm for reasons cited in Chapter Ba light of this, U.S. forces mudte

prepared to fight in a BW environment.
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Chapter 4

BW Counterproliferation

Victory smiles upon those who anticipate the changes in the character of
war, not upon those who wait to adapt themselves after the changes occur.

—Giulio Douhet

Introduction

The 20h centry has seen draatic transfornations n the waywars are fouigt and
won. In WWII Germanymarried tank technolgy the orgnizational construct of the
Panar division, and an operational doctrine revolvargund armored breakthrdugand
aggressive exploitation to aeate Blitzkrieg, or lightning war.? The Germans usedhis
Blitzkrieg in the Battle of France and quidkly routed the British and French armies who,
despitehaving comparable technolggand force structure, were unable to adapt to this
type of maneuver warfareThe Gulf War ushered in the lethal combinatioh precision
guided munitions, which had been in use sitmViethamWar, anda newtechnologcal
breakhrough—seath. Flying single aircraft sories instead of n large arcraft packags,
stealthy117 aircraft flew onlytwo percent of thattacksortiesyet struck nearlyforty
percentof the stategic targets® The resulwas a complete decapiation of the formidable
Iraqi air defense syem without a silg 117 loss. These arexamplesof how newand

old technologies can combine with doctrinal changes to decidedly affect war’s outcome.
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Will revolutionary new biotechnolog techniques make biolaal agnts more
effective and discriminate weapond¥ill adversaries craft new warfiging doctrineand
organizational schemes which promotes their usélhe answersto these questions
remainunclearand subjectto great speculation.When questioned after the GulfaWV
aboutlessondearnedthelndian defense minister commented he learned not @geny
a war with the United States unleggiyhave nuclear weaponAs previouslymentioned,
biological weaponsoffer a ready affordable substitute to nuclear weapons with similar
mortdity effects. Iraq was dissuded from usingits wdl stodked biological and chemical
weapon arsenal stern warning from both President i&h and Secretaf StateBaker
that extreme measures wodl resul.* The ckar nference washat the U.S. would
respond to such an attack with nuclear weapons.

Biological agents are useful as tactical weapormtraryto the misconceptiorthat
theyareonly usefulfor wholesaé shudhter on Brave New World battlefields. Although
their effects are often unpredictable, due to factors suareatheragentdissemination,
andthe uncertin delays in the onsebf disease,ltey can provile a &cical advanage by
causingdelayd illness or death in forces mosed tothe attack. Secondarytactical
advantags include psshologcal effects—such as surprisghock,and panic—causedby
use of such a weapon.

BW agentscan also be vergffective as strateg weapons, taejed aginst cities, or
aginstvital economic infrastructure such as ports, airfields, and oil ffeléighile they
represent a redundant capabifiby a nuclear power, W agentsalsorepresena powerful
equaliang force for a non-nuclear powerFor third world countries thegan provide a

poweful edge ove beter aamed adversaies and protet thelegitimacy of a stae. Given
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the widespread availabilityf biologcal weapons and the profoundnsequencesf their
use, prudence dictates argeagsive policyof preparednessThis requiresa fundamental

reappraisal in our thinking about these weapons.

An Immediate Counterproliferation Strategy

According to a recent gvernment report, “.. U.S. policy should focus on two
complementay areas. strengthening existing aams @®ntrol agreements and improving
military defensive posture®”

The primaryarms control agement which should be stréhgned isthe BWC of
1972. The BNC was an attempt to rid the world of an entire class of weaponry
outlawing the development, production, and stockpiliofj biologcal agents and
assocated deivery systems.” However, the short, fiften-aticle BWC text left
unanswered manguestions about compliance, such as what constitutelsdeglegal
activities under the conventidnAs ambitious in sopeasit is brief in length, theBWC
suffers nost from the absence of a alole enforcen@nt mechansm. Exceptfor once-
everyfive-year reviews, no permanent anggation was established to monitor the purely
voluntary BWC complianca.

In contrastto its Europeanallies, the U.S. opposes a strict verification ireg for
biological weapons, argng the means do not est to verify compliancewith the BWC at
a reasonakl cost’® Instead, the U.S. angs for epanded use of confidence-building
measures, such asformation exchanges regrding on-going research diborabries with
high bio-safetycontainment levels, data @angs on suspicious diseasétbreaksand

shaing of research directly related to the BWC.** Unfortunately the fourrounds of
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confidence-buildingexercises to date have met with little success—&a\yof the 130
membernationstook part and often provided incomplete or amisigs informatiort?
Almost none of the Third World nations participated in the exercises.

The U.S should embrace both B®/verification andconfidence-buildingneasures
as part of a broader, more roblB& counterproliferationstratey.> While not a
guaranbr of successin combinaion these mneasures can helidentfy proliferans and
bring the political and military instruments of powe to bear against suspeted violators.
Additionally, U.S. participation in the informal association of nations kn@srthe
Australia Group should continue and be broadeng&tie Australia Groupof nations
originally developed eport controls regrding chemical weapons development, but now
hasextendedthesecontrols to certain biolagal agents and sensitive\B technologges.
One sigificant weakness, thotg is that Australia Group ewrt controls arenot
formally related to the BWC. Also, because any naions are nopart of the Austalia
Group,countriesdesiringa BW capabilitycan simplyacquire materiel from non-member
nations.

The U.S. should activelyvork to epand the membership of the Australia Group to
include al signaories of the BWC and tie BWC compliance monitoring directly to
AustraliaGroupreporting However, strenpeningthe BNC compliance and reporting
measures alone does not address the U.S.’s fundaroentarnaboutBWC verification:
that the dual-usenature of BW technolog makes it difficult if not impossible to
determine if a militarily significant program is underw4y.

The absence of an effest conpliance nmechansm in the BWC makes his

ageement an undependable afythe strugle aginst proliferatior> Iraq’s success at
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hiding ther large sae BW progam until wdl after the Gulf Wa confirms the
fundamental shortcomisgn this voluntarycompliance and disclosureragment. Until,
and unless, theBWC is stregthened, theU.S. militay must asumeadversaies will be
armed with biologal weapons and be prepared to respond to them acrospetigum
of conflict—-from peacekeepintp general war. Specifically, the U.S must counter the
BW threat throug the military means of counterforce, active defense, agadsive

defense.

Counterforce

Counterforcancludesinterdictionof enemyBW forces, destruction of the sources of
BW agent production,and denial of access to B¥forag.*® The military planne must
weigh these preemptive options erefully to mdch the precision of intdligence
informationwith strike choiceswhile taking the necessargrecautions to minime the
risk of colateral damege. Certainly, direct atack of he BW agent can be disastous
giventhe right mix of atmospheric conditions and the close proty of noncombatants.
Active offensive assetsinclude strike aircraft, longange artillery, conventional and

nuclear missiles, and special operations forces.

Active Defense

Active defense includes interceptiagd destrayng a BW weaponthatis enrouteto
its target area’’ This BW counter centers on aifefenseassetsincluding aircraft, air
defenseatrtillery units, and theater missile defenseThese counters would serve to

intercept the arborne arcraft or missile systans arrying a BW agent prior to
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disseminatiorof theagent. Since these assets are not unique to the coultemission,

other theater operations may compete for them.

Passive Defense

Passive defense measures consists of both medical and non-medical‘8pfites.
medical side involves both preemptive vaccinations and therapeutic treatment of BW
casualties. Intelligence is important to the medical side because of the requirement for
accurag information concermg the ske and ype of agent in an adversarys BW
progam. These datargatly enhance the abilitgf the medical corps to be supplied with
the appropriate vaccines and trained for the casualties expected from BW employment.

Non-medicalpassivedefenseprimarily includes detection and identification o¥\B
use protetive equipment for momba use and deontaminaion activities!® Althouch
BW agent detectionequipmentis not yet fielded, it is a top USG counterproliferation
objecive?® Thered hurdlein BW detection is thereal-time identification of the exact
agent. Good intelliggnce preparation can help bound the scope of gtoblem by
assessinghe possible candidates of a countradvanceof hostilities. TheU.S. Army is

looking at U.S. requirements for protective equipment and decontamination.

A Vision for the Future

The sdence of warfare is turning full circle. Historicly, the largest sour@ of
casudties duringwartime has ben the inadvertent spred of infectious disease.?* The
intentional use of biological agents on the battlefield threatens to reintroduce these

naturally born killers in a more deliberate and malicimapacity The military cannot
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control their development and weapatian but can prepare, pldior, and decisively
respond to countries likely pursuing BW programs.

But military preparedness is onbne part of theolution. Effectivearmscontrolthat
raisesthe costsof BW development, helgens the risk of disclosure, and invites prompt
and certain international condemnation and punishnmeost be pursued. This
international response should consist of UN resolutions denourtbiegviolator,
imposingstiff trade sanctions, and providingfor military action if the violations threaten
membernations. As always, the U.S. must be prepared to respond unilaterblytal
national interests are threatened.

Additionally, innovativeincentivesmust be created to assist less-developed nations
in enjoying the fruits of the biotechnolog revolution in medicine and &agultural
improvements,without fear that this e)ertise and equipment would be used for
maliciouspurposes.For instancethe U.S., throudp organizations such as the Aacyfor
InternationalDevelopment,could set up cooperative biotechnojogartnerships with
emergng countries to sponsor vaccine andiagjtural research and manufacturing
exchang for unrestricted access to the host natiaadilities. The lesserdeveloped
countriesmust be able to reakzsome benefit from adherirtg the voluntaryBWC
conpliance and confidence-buding measures fi we are © gain their meanngful
cooperation.

Lastly, the U.S. must ontinueto moveaggressivdy to improveits remote sensing
technologes to better detect ® agent production or battlefield useNon-cooperative

collections byarborneand spaeborneassds will afford theU.S. and worldcommunitya
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betterappraisalof BWC compliance. PPATS will use these and other inputs from both
voluntary disclosures and involuntary non-cooperative detections to populate its database.

The BW systemmodeldeveloped duringhis effort, when epanded, validated, and
incorporagd nto PPATS, is a sgnificantstep n prepang for the worldwide biological
threat. It will afford the regiond CINCs avital assessmat tool to assimilae dispaate
piecesof datarelevant to the employent of biologcal weapons.By so doing PPATS
reveals aclearer picture of potential threats. This enhanced useof intelligence daa offers
opportunitiesto deter and respondto proliferators usinghe collective influence and
power of the U.S. and other internatiortabdies. For the warfighters, increased
familiarity with unique characteristics of biologl agent production throug this
addition to PPATS will result in betteselectionof targetssupporting BV development,
deployment, and employment.

The conaepts presented in this pge are not nav, they meaely stress wha military
strategsts have known for gars—that vidance and preparation are keéy military
successNearly two centuries ago Napoleon commented on his many military triumphs:

If | always appear prepared, it is because before entamnngndertakingl
have meditatedfor long and have foreseen what mayccur. It is not

genius which revealsto me suddenlyand secretlywhat | should do in
circumstances unexpected by others; it is thought and prepafation.

A century later the airpower theorist Douhet was amdhg first to grasp the
profound chanes to warfare broug on bythe invention of thairplane. As the twenty
first centry approacheshere are new chahges v U.S warfighting domnance suchas
the increasingthreat posed bybiologcal weapons. Future U.S. successes will be

measured by the military’s ability to prepare for these threats.
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Appendix A

BW SystemModel
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Figure B-1. Lexicon Reference Model.
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Figure Bl depicts the B/ agent research,development, production, and

weaponization portion of the overall model. The nodes of the fige are humbered to

mach informdion providel in thelexicon tha follows. Thelexicon ddails the expertise,



material, equipment, and activities required for eac node-oelsils relatedto the
production ofanthraxandbotulinum toxinare included.

Each lexcon entryis followed bya letter anéh numberdescribingthe cate@ry of the
entry andits strengh asa proliferation indicator. Although this level of detail is likely
not neededby anyone besides the PPATS developers, it is included here to show the
specific types of materiel needed for &\Bprogam and its obvious dual-use naturl

entries are suitable for bo#imthraxandbotulinumtoxin (bot) unless otherwise noted.

'(A\Zategory .Of. entry: Strength of indicator:
activity 1 weak

P personality 5 medium

M material

R related 3 strong

E equipment

1. EXPERTISE
e microbiologist, P, 1
e technicians, P, 1
e meteorologist (large scale program), P, 1
e process engineers, P, 1
e animal trainers, P, 1
e security, P, 1

2. RESEARCHAGENTS
e browse Internet, A, 1
e conduct research at libraries, A, 1
e request information from universities, A, 1
e request information from biotechnology laboratories, A, 1

3. RESEARCH PRODUCTION PROCESSES
e conduct research at libraries, A, 1
e request information from laboratories, A, 1
« work at civilian pharmaceutical facility, A,1
« work at civilian vaccine facility, A,1
e work at civilian biomedical company, A,1
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DETERMINE AGENTS TO PRODUCE
e review scientific publications, A, 1

e evaluate past BW programs, A, 2

e determine planned use of agent, A, 1
e select agent(s) to produce, A, 1

ACQUIRE SEED STOCK

e purchase from research supply house, M, 2

e cultivate from nature, M, 1

e acquire from indigenous civil biotechnology program, M, 2
e acquire from sympathetic government, M, 3

» steal from civil biotechnology program, M, 3

ACQUIRE PRODUCTION MATERIALS

e corn steep liguor (culture media), M, 1

e casein hydrolysate (culture media) M, 1

e agar (culture media), M, 1

e barley (culture media), M, 1

e ammonia (culture media), M, 1

e soy bean meal (culture media), M, 1

e caustic sodaanthray, M, 1

e amino acid argininebt), M 1

e thiamine (in corn steep liquoraifthray, M ,1
e methionine (in corn steep liquo@r{thray, M, 1
e propylene glycol (anti-foampfithray, M, 1
e sulfuric acid, M, 1

e chlorine compounds (decon), M, 1

e yeast extractot), M, 1

e ammonium sulfatebf), M, 1

e gelatin protein (stabilizerppt), M, 1

e alcohol, M, 1

e acetone, M, 1

e formaldehyde (decon), M, 1

e glutaraldehyde (decon), M, 1

e sodium hypochlorite (decdrot), M, 1

e sodium hydroxide (decdoof), M, 1

e polymer coating for encapsulatioanthray, M, 1
e liquid nitrogen, M, 1

ESTABLISH PRODUCTION FACILITIES

» bio-safety level 2 microbiology laboratory (developing country), R, 1

» bio-safetylevel 3/4 microbiolog laboratory(advanced industriatountry),
R,1
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material storage, R, 1
refrigerated storage/bunkdrqf), R, 1
dark storage/bunkerafthray, R, 1

ACQUIRE EQUIPMENT

15 L fermentors (lab scale), E, 1

50-100L fermentors (pilot scale), E, 1

300L fermentors (seed fermentors), E, 1

1000-1500L fermentors (pilot scale), E, 1

10,000-15,000 L fermentors (full-scale), E, 1

continuous flow 50-100L fermentors (advanced program), E, 2
bioreactors, E, 1

chemostats, E, 1

Class II/lll biological safety cabinets/isolators, E, 2

high efficiency particulate air (HEPAjjltration equipment, E, 2
steam sterilizersafithray, E, 2

water purifier, E, 1

incinerators, E, 1

centrifugal separators/decantors/column separators, E, 1
spray driers/evaporators (for dry agent), E, 1

storage tanks >500 gal, E, 1

decontamination tanks ~80,000 L, E, 1

200 L (55 gal) storage drums, E, 1

protective suits, E, 1

bulk fillers, E, 1

heavy truck transports, E, 1

refrigerator trucksl{ot), E, 1

decontamination trucks, E, 1

assay trailers, E, 1

containment hoods, E, 1

animal pens, E, 1

ESTABLISH WORKER SAFETY

develop vaccine, A, 1
develop serum, A, 1
conduct inoculations, R, 1
use protective suits, R, 1

10. FERMENT BACTERIA

prepare medium/slurry, A, 1

prepare seed stock, A,1

mix seed stock and medium (fermentation), A, 1
induce sporulationapthray, A, 1
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11.

12.

13.

14.

15.

16.

17.

18.

e induce cell lysisifot), A, 1

CONCENTRATE AGENT

e decant fermentation mixturarfthrax, A, 1

e centrifuge mixturegnthray, A, 1

e precpitate/separa¢ throudh ion exchang chronotography molecukr
sieving pof), A, 1

e add stabilizershot), A, 1

DRY AGENT
e extract liquid with spray driers/evaporatoasithrax, A, 1
» freeze dry (lyophilization)ot), A, 1

STOREAGENT

 fill in storage drums, A, 2

e store in refrigerated bunkebdt), A, 2
» store in bunkergnthrax, A, 2

= protect storage area, A, 1

DECONTAMINATE PRODUCTION FACILITY
e chemical decontamination, A, 1

steam decontamination, A, 1

use protective suits, A, 1

hold decontaminated slurry in tank, A, 1
dispose of decontaminated slurry, A, 1

WEAPONIZE AGENT

» transfer delivery system to facility, A, 1
« fill with bulk filling equipment, A, 1

e fill by hand, A, 1

e use protective suits, A, 1

STOCKPILE WEAPON

e transfer weapon to storage, A, 1

e store in refrigerated bunkebdt), A, 2
» store in bunkergnthrax, A, 2

e guard storage area, A, 2

TRANSFER AGENT FROM STORAGE
e in refrigerated trucklot), A, 1
e in heavy lift truck, A, 1

ESTABLISH TEST AREA
e animal pens, R, 1
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e animal incinerators, R, 1

e meteorological towers, R, 1

« refrigerated bunkers, R, 1

e explosive test chambers, R, 2
e aerosol test chamber, R, 2

. PREPARE TEST AREA

e mark outdoor gridded area, A, 3
e position assay trailers, A, 3

. TRANSFER ANIMALS TO SITE

e use animal transport (large animals), A, 1
e use standard vehicle (rodents), A, 1

CONDUCTTEST

e monitor wind patterns

» disseminate agent with generic dispersal equipment (agent only test), A, 1
» disseminate agent with actual delivery system (weapon test), A, 2

e Mmeasure success using assay trailers, A, 1

e report results to leadership, A, 3

. RESTORE TEST AREA

e remove animal carcasses, A, 2
e remove visible debris, A, 1

. DECONTAMINATE TEST AREA

e chemically spray outdoor area (R, 2
e steam spray outdoor aremnthray, A, 2
e chemically sterilize indoor chambédrq), A, 1
e steam sterilize indoor chambeanfhray, A, 1

. DISPOSE OF CARCASSES

e incinerate animal remains, A, 1
e bury animal remains, A, 1
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Glossary

anthrax. an infectious disease of warm-blooded aninta@asedby the spore-forming
bacteriumBacillus anthracis

Badllus anthrads. the spore forimg bacerium that causes ie infecious anthrax
disease in animafs.

BW. biological warfare; employment of BNV agents to produce casualties in personnel or
animads and danage to plants or méeriel; also indudes ddense against sub
employment

BW agent. microorgnisms or their derivatives that can cause disease and be used in
weapons to cause incapacitation or déath.

BWC. short name: “Biological and Toin Weapons Convention.” long name:
“Convention on the Prohibition of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their Destruction.”

botulism. an acute illness resulting from the toxin produced by Clostridium botufinum.

botulinum toxin. a product of the bacteri@€lostridium botulinum tha is the most
poisonous substance known and is the cause of botulism.

Clostridium botulinum. rod-shaped bacteria found in the <oil.

COG. center of gravity; critical nodes which, if affected, allow achievement or
facilitation of achievement of an objective for the system®; the hub of all power and
movement, on which everything depefids.

counterproliferation. the activities of the DOD across the full rengf U.S.efforts to
combat proliferation, includingdiplomacy arms control, export controls, and
intelligence collection and analy, with particularresponsibilityfor assuringthat
U.S.forcesand interests can be protected should t@myront an adversargrmed
with WMD or missiles™

CPRC. Counterproliferation Progam Review Committee; Comgssional directed
committee to review counterproliferation-related activities, make recommendations,
and address shortfdl; includes the DepSECDEF: Secretary of Enegy, Director of
Central Intelligence, and the Chairman of the Join Chiefs of Staff.

critical node. a component of a siem that would cause assgm failure orcascading
deterioration within the system if remov&d.

DepSECDEF.Deputy Secretary of Defense.

ebola.a fever-producing virus that kills 70 percent of its victirhs.

IAEA. International Atomic Energy Agency UN organization responsible for
management of nuclear safeguards.

node.a component of a systéfn

56



non-proliferation. the useof the full range of political, economic, and militatpols to
prevent proliferation, reverse it diplomaticallgr protect our interestagainst an
opponent armed with WMD, should that prove necesSary.

NPRC. Non-proliferation Progam Review Committee; predecessor to the CPRC;
established by Congress in 1983.

PPATS. Proliferation Pdh Assessmat and Targeting Systan; a joint Defense Nudear
Agency/Defenselntdligence Agency system to assess theactivities of aproliferant
country analye potential counterproliferation options, and access the supporting
information.

proliferation. the spread of WMDY’

ri ckettsiae.microorganismstha resemble bacteria in form and strudure but differ in tha
they are intracellular parasites that can only reproduce inside animafcells.

toxin. a poisonous product of animal or plaot,microbial cells which, wheninhaled,
swallowed, or injected into man or animals, will cause illness or d&ath.

UNSCOM. United Nations Special Commission oad; established as an ad homzlyto
monitor compliance with UN resolution 687, the post-GulfaWresolution that
requires the declaration of dl Iragi WMD and @pabilities, and thedestrudion and
removal of any weapons and capabiliti®s.

USG. U.S. Government

VEE. Venezudan equine encephditis; a virus thd causes inapecitating disease but
rarely deattf!

virus. submicroscopic infective agt about 100 times smaller than bacteria to which a
variety of diseases in animals and plants are traced; reproduces only in livif§ cells.

WMD. weapons of mass destructiomuclear, chemicaland biologcal weaponsand
their missile delivery systems.

Notes

! U.S Congess, OTA, TechnologiesUnderlying Weapons of Mass Destructipn

(Wazshington, DC, December 1993), 78.
Ibid.

% Joint Pub 1-02POD Dictionary of Military and Associated Term@3 Mar94),
52.

*OTA, 71.

> Software Toolworks Multimedia EncyclopedBTME) s.v. “Botulism,” version
1.5, (1992).

°® OTA, 80.

" STME, s.v.“Clostridium botulinum”

8 Maj Paul Mosarelli, “ Operationd Analysis: An Oveview,” Strategic Structures
Volume Twgp Air Command and Staff College, (Maxwell AFB AL, AY96), 525.

® Carl Von ClausewitzOn War, ed. and rans. Mchael Howard and Ber Paret
(Princeton, N.J.:Princeton University Press, 1989), 595.

19 Institute for Nationd Straegic Studies (INSS), Strategic Assessment 1995
(Washington, DC:GPO, 1995), 121.
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1 CPRC, Report on Activities and Programs for Countering Proliferation
(Washington DC, May 1995), ES-1.

12 Moscarelli, 524.

1B OTA, 79.

*bid, 522.

°INSS, 121.

® CPRC, ES-1

7 bid.

18 OTA, 79.

9 0OTA, 80.

20 Jay C. Davis and David A. Kay“lragq's Secret Nuclear @aponsProgam,”
Physics Todayvol. 45, No. 7, (July 1992), 21.
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